

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create a /home/docs/checkouts/readthedocs.org/user_builds/fluffy/checkouts/stable/index.rst or /home/docs/checkouts/readthedocs.org/user_builds/fluffy/checkouts/stable/README.rst file with your own content.

If you want to use another markup, choose a different builder in your settings.
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Fluffy - A Firewall as a Service

Fluffy is a firewall as a service solution that primarily targets Linux environments.


Features


	A fully documented RESTful API using Flasgger

	Session based configuration so that changes can be tested and committed atomically without affecting the active configuration

	Rollback methods using unattended server-side checks including rollback intervals with a commit/confirm type of functionality

	Source and destination addresses are managed by a global addressbook which also supports inheritance

	Source and destination services are managed by a global services catalog

	Chains support including default policy, packet matching tables etc.

	Interfaces support






Puppet integration

A module is available on PuppetForge [https://forge.puppet.com/m4ce/fluffy].




Running in Docker

$ docker pull m4ce/fluffy





The container needs to run in privileged mode (–privileged). Additionally, you will need to make sure the Docker daemon is started with --iptables=false.




Todo


	API docs

	Integration tests

	API-key based authentication






Author

Matteo Cerutti - matteo.cerutti@hotmail.co.uk







          

      

      

    

  

    
      
          
            
  
v0.0.11 [2017-08-16]


Bugfixes


	Enable uwsgi python plugin to initialize GIL

	Fixed addressbook dependencies not being propagated after commiting and confirm the session configuration

	Shutdown process is now properly handled upon receiving SIGTERM/SIGINT








v0.0.10 [2017-08-09]


Bugfixes


	Fixed session commit process. Rollback checks are now checked against the active configuration.








v0.0.9 [2017-08-09]


Release Notes


	Protocol ‘all’ has been changed to ‘any’.






Features


	Added support in rules for negating multiple source and destination addresses

	Added support in rules for defining multiple input and output interfaces

	Added support in rules for defining multiple protocols

	Added ability to specify rule ordering by referencing another rule name (before_rule/after_rule parameters)

	Added all known ICMP types

	Added missing UNTRACKED conntrack state

	Added network interface validation checks








v0.0.8 [unreleased]




v0.0.7 [unreleased]




v0.0.6 [unreleased]




v0.0.5 [unreleased]




v0.0.4 [unreleased]




v0.0.3 [unreleased]




v0.0.2 [unreleased]




v0.0.1 [2017-08-02]


Release Notes


	This is the initial release of Fluffy.
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